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MNDUM POR: Deputy Director for Support

SURIECT ¢ CIA Minime: Fellback Positi{on on Control of
Agency Commmnications

1. This memorandum is for your ection. A recommendstion will be
found in paregraph 3.

formstion sivce it was degigned to present in ope peper all the fectors
relating to the nsed for & fellback rositicn. In viewv of your famil.
larity with the aroblem, I suggest that the following extract from At-
tachment C mey be all you will wish to read:

"S. I dimcusged this entire problem with Mr. Jomm S. Yarney,

Deputy Gemeral Counsel, in order to reaffirm the legal and stut-

} utory basis for the Agency's position concerning privecy and con-
trol of its comeunications systen. Ve revieved the two letters
(Reference B) written by Mr. MoCone to the Bureau of the Tudget
in 1962. These letters cited Section 102(a)(3) of the Watiomal
Beeurity Act of 1947 aad Ssction 6 of P. L. 117, ¥r. Warner
adviged as follows:

" Beetion 102(a)(3) provides *. . . That the Director
of Central Intelligence ghall be responsible for protecting

“b. The responsibility Pleced om the Direetor i1 s
rositive duty amd clemrly requires the Director to take all
#teys possivle to ensure the security of sources and methods.
Por exapyple, if a roxrt of our commmicetiong ayston were
eonirolled by sncther &g » 1t could be charged tnat the
Director ned not completely fulfilled nis respongitilities
for security iftharemrealmkeutefth&twtaf%
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syatem., The respousibility for sn uneuthorized disclosure
of gourses and methods iz not lified off the Director's
shouldsrs werely by his saying that CIA had sgreed with
another agency thet 1t would control a segment of the com-
mulcations system and that that agency had agreed to
saintain & proper degree of aecurity. The only trus con-
trol 1z compend control, end responsibility, es pleced by
statute, campot be shifted or delegated. It uas glso pointed
out that there have been recent cowrt decimions, both in the
Federal Dietrict Court and in the Clreult Court of Appesls,
recognizing that the statutory responsibility of the Director
is a pegitive one requiring him to take affirmative action to

izplement 1t.

"e. PFurthermore, by statute the Director is the
principal intelligzence edviser to the President. In erder
to fulfill this role he muat ot only collect intelligence

tut be moast hoave 2 rapld, reliable and secure communications
aystem over which to tremsport i{t. Again, in the event of
an intelligence fallure due to faulty commumicetions, the
Blrector is not relieved of his responsibility because the
beakidonm cccurred In a part of the commmications systen
over which he 4id not heve commmpd comtrol.

8., It wes sleo pointed cut that the CIA Subcomnittoos
in the House and the Senate have been briefed over the yesrs
on the Agency's commmnications system and {is accomplishments,
both o & routine besis end 4n crisis situations. In addition,
these Bubcomsitices are well aware of some of the difficulties
whieh have occurred in the Department of Defense communications
systens. In view of this, it would eppesr that, to vhatever
axtent thege Subcomrlitees might ‘ecows involved in sn effort
to wrest comtrol of commnications from the Agency, they would
sffirmatively support the Agency end would oppose vigorsusly
any action which could thresten Agency coutrol of its com-
meications syster, thus lessening fis security and sffective-

»

“g. In pwmery, there 15 & sound legsl beais for the
Ageney position. In fact, ylelding corwand control of all
or & part of compunications could vell be comstrued ng =
feilure by the ICT to fulfll completely his statutory re-
sponaibilities.”
3. ¥alle the ebove guotation cieals with the brosd question, I an
ebavinesd that ve muwt set forth, In sddition, certain covmunications
snf other prisciples that camnot be relaxed or compromised 1f we are to
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help the Director fulfill hie stetutory responsibilities. Therefore,
aefter consultetion vith legnl as well as leglslative Counsel (Bes At~
tachment B), ve have outlined those miniimmz requirements as stated in
Attochment A. I recommend that they be adopted e sn Agency position
oot to be volunteered but to be used as necessery to prevent logs of
control, or degradstion of effectiveness of the Agency's cormmmications.

25X1

Dlrector of Commmicationn

Propoged Agency FPollicy Position on Control
of Agency Communications
B. Degislative Vievs on Control of Commmicaiiona
€. HC8 Representative Memorandue to D/CO on Ssme Subject

Recommendation contedned in peragreph 3 is epproved.

eroen AL, Danseran 4 Noy 1968

Depuly Director for Bupport ' Tote

Distribution:
Orig. & 2 ~ Addressee w/att.
=+t~ Mr. J. Maury/Legislative Counsel w/att.
1 - Mr. J. Warner (D/General Counsel) w/att.
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Statement of CIA Communications Policy

1. The Director of Central Intelligence, as the principal intel-
ligence adviser to the President, must be in eommand of a world-wide
communicatlons system which is keyed to meet the requirements of national
intelligence collection.

2, In addition, this system must be designed for maximum security
protection 50 as to enable the DCI to discharge his statutory responsibilities
for the protectlon of Intelligence sources and methods from unauthorized
disclosure as required by Section lOE(d)(B) of the National Securlty Act

of L9h7 as amended and the'Central Intelligence Act of 1949 as amended

(Public Law 81—110).' In the accomplishment of the foregoing the following

are requlred:

2. The DCI must be in complete control of his communications
syst;m at all times.

. CIA traffic flowing between its covert activitles and
Headquarters and among the covert sctivities must be enciphered
regardless of classification.

c. CIA must have end-to-end encryption or 1ts eguivalent
to protect intra-Agency clear text from unauthorized disclosure
during transmission.

d. CIA authorities must control, and CIA cleared and
trained personnel rust coperate all communications facilitles
where intra-Agency traffic appears in plain text form.
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e. CIA cannot accept external communlcations require-
ments or participate in communications activities which will
degrade the communications capability currently available to
the Agency or impair the security of the communications system.

£+ The DCI must maintain his authority to allocate and
reallocate the Agency's resources, including communications in

accordance with Agency priorities.
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